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Abstract—While the impact of finite-rate feedback on the
capacity of fading channels has been extensively studied in the
literature, not much attention has been paid to this problem
under secrecy constraint. In this work, we study the ergodic secret
capacity of a multiple-input multiple-output multiple-antenna-
eavesdropper (MIMOME) wiretap channel with quantized chan-
nel state information (CSI) at the transmitter and perfect CSI
at the legitimate receiver, under the assumption that only the
statistics of eavesdropper CSI is known at the transmitter. We
refine the analysis of the random vector quantization (RVQ) based
artificial noise (AN) scheme in [1], where a heuristic upper bound
on the secrecy rate loss, when compared to the perfect CSI
case, was given. We propose a lower bound on the ergodic
secrecy capacity. We show that the lower bound and the secrecy
capacity with perfect CSI coincide asymptotically as the number
of feedback bits and the AN power go to infinity. For practical
applications, we propose a very efficient quantization codebook
construction method for the two transmit antennas case.

Index Terms—artificial noise, secret capacity, physical layer
security, wiretap channel.

I. INTRODUCTION

Complexity-based cryptographic technologies (e.g. AES
[2]) have traditionally been used to provide a secure gateway
for communications and data exchanges at the network layer.
The security is achieved if an eavesdropper (Eve) without
the key cannot decipher the message in a reasonable amount
of time. This premise becomes controversial with the rapid
developments of computing devices (e.g. quantum computer).
In contrast, physical layer security (PLS) does not depend on
a specific computational model and can provide security even
when Eve has unlimited computing power. Wyner [3] and later
Csiszar and Korner [4] proposed the wiretap channel model
as a basic framework for PLS. Wyner has shown that for
discrete memoryless channels, if Eve intercepts a degraded
version of the intended receiver’s (Bob’s) signal, a prescribed
degree of data confidentiality could be simultaneously attained
by channel coding without any secret key. The associated
notion of secrecy capacity was introduced to characterize the
maximum transmission rate from the transmitter (Alice) to
Bob, below which Eve is unable to obtain any information.

Wyner’s wiretap channel model has been extended to fad-
ing channel [5], Gaussian broadcast channel [6], multiple-
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input single-output multiple-antenna-eavesdropper (MISOME)
channel [7], and multiple-input multiple-output multiple-
antenna-eavesdropper (MIMOME) channel [8]. All these
works rely on the perfect knowledge of Bob’s channel state
information (CSI) at Alice to compute the secrecy capacity
and enable secure encoding. In particular, Eve’s CSI is also
assumed to be known at Alice in [6], [8], although the CSI of
a passive Eve is very hard to be unveiled at Alice. It is more
reasonable to assume that Alice only knows the statistics of
Eve’s channel. Even the assumption of perfect knowing Bob’s
CSI is not realistic. In practice, Bob can only provide Alice
with a quantized version of his CSI via a rate constrained
feedback channel (i.e., finite-rate feedback).

In this work, we are interested in the secrecy capacity condi-
tioned on the quantized CSI of Bob’s channel and the statistics
of Eve’s channel. While the impact of finite-rate feedback on
the capacity of fading channels has been extensively studied
(see [9]-[13]), not much attention has been given to this
problem under secrecy constraint. In [14], assuming that Alice
only knows the statistics of Eve’s channel, the authors derived
lower and upper bounds on the ergodic secrecy capacity
for a single-input single-output single-antenna-eavesdropper
(SISOSE) system with finite-rate feedback of Bob’s CSI. In the
MIMOME scenario, the artificial noise (AN) scheme has been
shown to guarantee positive secrecy capacity without knowing
Eve’s CSI in [15]. Alice is assumed to have perfect knowledge
of Bob’s eigenchannel vectors. This assumption allows her to
align artificial noise within the null space of a MIMO channel
between Alice and Bob, so that only Eve’s equivocation is
enhanced. In [1], the authors show that if only quantized CSI
is available at Alice, the artificial noise will leak into Bob’s
channel, causing a decrease in the achievable secrecy rate. A
heuristic upper bound on the secrecy rate loss (compared to
the perfect CSI case) is proposed in [1, Eq. 34].

The main contribution of this paper is to provide a lower
bound on the ergodic secrecy capacity for the AN scheme
with quantized CSI, valid for any number of Alice/Bob/Eve
antennas, as well as for any Bob/Eve signal-to-noise ratio
(SNR) regimes. Following the work in [1], we use the random
vector quantization (RVQ) scheme in [9]. Namely, given B
feedback bits, Bob quantizes his eigenchannel matrix to one
of N = 28 random unitary matrices and feeds back the
corresponding index. We first show that RVQ is asymptotically
optimal for security purpose, i.e., the secrecy capacity/rate loss
compared to the perfect CSI case converges to 0 as B — oo.
This result implies that the heuristic bound in [1, Eq. 34] is
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not tight, since it reduces to a positive constant as B — oo.
To refine the analysis in [1], we establish a tighter upper
bound on the secrecy rate loss, which leads to an explicit
lower bound on the ergodic secrecy capacity. We further show
that the lower bound and the secrecy capacity with perfect CSI
coincide asymptotically as B and the AN power go to infinity.
This allows us to provide a sufficient condition guaranteeing
positive secrecy capacity.

From a practical point of view, it is often desirable to use
a deterministic quantization codebook rather than a random
one. The problem of derandomizing RVQ codebooks is related
to discretizing the complex Grassmannian manifold [9], [10].
Since the optimal constructions are possible only in very
special cases, deterministic codebooks are mostly generated
by computer search [16]. Interestingly, the case of codebook
design with two transmit antennas is equivalent to quantizing
a real sphere [13]. According to this fact, we propose a
very efficient codebook construction method for the two-
antenna case. Simulation results demonstrate that near-RVQ
performance is achieved by a moderate number of feedback
bits.

The novelty of this paper is to give a complete answer
to the question: how to guarantee secrecy for MIMOME
wiretap channels with finite-rate feedback? The pioneering
works in [1] and [14] haven’t actually solved this problem.
Our analytical results show that a positive ergodic secrecy
capacity for MIMOME channel with quantized CSI is always
achieved by using RVQ-based AN transmission scheme and
Gaussian input alphabets in high AN power limit. This new
finding justifies the use of AN scheme in practical limited
feedback systems.

It is worth mentioning that the latest work of Liang et al.
[17] studies the problem of knowing only statistics of Bob’s
CSI in SISOSE wiretap channel. The security of Liang et al.’s
scheme relies on the degraded channel assumption, i.e., Eve’s
channel is worse than the main channel. In this work, we tackle
the problem of how to guarantee secrecy when Eve’s channel
is non-degraded (e.g. can be noiseless). We induct the major
benefits of knowing a quantized version of Bob’s CSI: given
a sufficient number of feedback bits B, Alice is able to apply
the artificial noise technique to jam Eve, so that the positive
secrecy capacity can be guaranteed for arbitrarily small Eve’s
channel noise variance. We believe that avoiding the degraded
channel assumption is an interesting and fundamental problem.

The paper is organized as follows: Section II presents the
system model, followed by the analysis of secrecy capacity
with finite-rate feedback in Section III. Section IV provides
the deterministic quantization codebook construction method
for the two-antenna case. Conclusions are drawn in Section V.
Proofs of the theorems are given in Appendix.

Notation: Matrices and column vectors are denoted by upper
and lowercase boldface letters, and the Hermitian transpose,
inverse, pseudoinverse of a matrix B by BH, B!, and BT,
respectively. |B| denotes the determinant of B. Let the random
variables {X,,} and X be defined on the same probability
space. We write X,, “3° X if X, converges to X almost surely
or with probability one. I,, denotes the identity matrix of size
n. An m x n null matrix is denoted by 0,,x,. A circularly

2

symmetric complex Gaussian random variable = with variance

o? is defined as x «~ N¢(0,02). The real, complex, integer

and complex integer numbers are denoted by R, C, Z and Z [i],

respectively. I(z;y) represents the mutual information of two

random variables  and y. We use the standard asymptotic

notation f (x) = O (g (x)) when lim sup |f(z)/g(z)| < oo.
— 00

[2]| rounds to the closest integer, while || to the closest
integer smaller than or equal to z and [z] to the closest integer
larger than or equal to z. A central complex Wishart matrix
A € C"™*™ with n degrees of freedom and covariance matrix
3., is defined as A « W,,(n,X). Trace of a square matrix B
is denoted by Tr (B). We write £ for equality in definition.

II. SYSTEM MODEL

We consider secure communications over a three-terminal
system, including a transmitter (Alice), the intended receiver
(Bob), and an unauthorized receiver (Eve), equipped with Ny,
Ng, and Ng antennas, respectively. The signal vectors received
by Bob and Eve are

Z ZHX+HB, (])
y = Gx + ng, 2

where x € CM» is the transmit signal vector, H € CNexNa

and G € CNexNa are the respective channel matrices between
Alice to Bob and Alice to Eve, and ng, ng are AWGN vectors
with i.i.d. entries ~ N (0, o3) and N (0, o2). We assume that
the entries of H and G are i.i.d. complex random variables
~ Nc(0, 1).

Without loss of generality, we normalize Bob’s channel
noise variance to one, i.e.,

ag =1. 3)

In this paper, we assume that Bob knows its own channel
matrix H instantaneously and Eve knows both its own channel
matrix G and the main channel H, instantaneously; whereas
Alice is only aware of the statistics of H and G. There is also
an error-free public feedback channel with limited capacity
from Bob to Alice that can be tracked by Eve. In our setting,
the feedback is exclusively used to send the index of the
codeword in a quantization codebook that describes the main
channel state information H. The quantization codebook is
assumed to be known a priori to Alice, Bob and Eve.

A. Artificial Noise Scheme with Perfect CSI

The original AN scheme assumes Np < N,, in order
to ensure that H has a non-trivial null space with an or-
thonormal basis Z = null(H) € CM»*(Na=Ns) (such that
HZ = Op, (N —ng)) [15]. Let H = UAVH be the singular
value decomposition (SVD) of H, where U € CV#*™s and
V € CNa*Na are unitary matrices. Then, we can write the
unitary matrix V as

vV =[V,Z], (4)

where the N columns of V. € CNaXNs gpan the orthogo-
nal complement subspace to the null space spanned by the
columns of Z € CNax(Na=Ns),
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With unlimited feedback (i.e., perfect CSI), Alice has per-
fect knowledge of the precoding matrix V, and transmits

x—vu+zV—v[H, 5)

where u € C™ is the information vector and v € C(Na=Ns) jg
the “artificial noise”. For the purpose of evaluating the achiev-
able secrecy rate, both u and v are assumed to be circular
symmetric Gaussian random vectors with i.i.d. complex entries
~ Nc(0, 02) and Nc(0, 02), respectively. In [18], we have
shown that Gaussian input alphabets asymptotically achieves
the secrecy capacity as o2 — oo.
Equations (1) and (2) can then be rewritten as

z=HVu+HZv +ng = HVu + ng, (6)
y = GVu + GZv + ng, (N

to show that with unlimited feedback, the artificial noise only
degrades Eve’s channel, resulting in increased secrecy capacity
(compared to the non-AN case).

B. Artificial Noise Scheme with Quantized CSI

In [1], the authors analyzed the impact of finite-rate feed-
back on the secrecy rate achievable by the AN scheme. To
quantize the matrix V in (4), the random vector quantization
(RVQ) scheme in [9] is used. Given B feedback bits per
fading channel, Bob specifies V from a random quantization
codebook

V:{Vi,lgigﬁ}, ®)

where the entries are independent Ny x Np random unitary
matrices, i.e., Vf Vi = In,. The codebook V is kr~10wn a
priori to all Alice, Bob and Eve. Bob selects the V; that
minimize the chordal distance between \71- and V [11]:
V; = min ¢ (\71-,\7) , 9)
V;ev
where
d (\”fi,\”f) =Ny —Tr (VH\?N{{ \7) : (10)
Note that Tr (A) denotes the trace of the square matrix A.
Then, Bob relays the corresponding index j back to Alice.
Alice generates the precoding matrix from {/'j as follows.
Let vy, ... , Vi, be the columns of \7]-, and ey, ... , €N, —Ng
be the standard basis vectors. Alice applies the Gram-Schmidt
algorithm to the matrix

[Vi, s VNG €1, oo s N, — Ny

to generate the remaining orthonormal basis vectors spanning
the orthogonal complement space to the one generated by the
columns of V. This provides Alice with a unitary matrix

V =[V,,Z] € CVV M, (11)

that can lze used to precode u and v as ip 5).
Since Z # Z, the interference term HZv cannot be nulled
at Bob. Therefore, equations (6) and (7) reduce to

zZ = H\~/'ju—|—HZv+nB,
y = G\?ju + GZv + ng,

12)
13)

3

and show that with finite rate feedback (i.e., quantized CSI),
some of the artificial noise will inevitably leak into the main
channel from Alice to Bob, causing degradation in the secrecy
capacity (compared to the unlimited feedback case).

C. Assumptions and Notations

The analysis in [1], [15] are based on the assumption of
Ng < Nju. Clearly, this assumption is not always realistic. In
this work, we remove this assumption and evaluate the secrecy
capacity for any number of Eve antennas.

Since V in (11) is a unitary matrix, the total transmission
power can be written as

H
e I B I Y SR Y e

Then the average transmit power constraint P is

P =E(x||*) = P, + P, (15)
where
Pll = E(HUHZ) :O—ENB’ (16)
P, = E(||v[]?) = 07(Na — Ng),

are fixed by the power allocation scheme that selects the power
balance between o2 and o2.

We define Bob’s and Eve’s SNRs as

e SNRg = 02/02

e SNRg £ 02 /02

To simplify our notation, we define three system parameters:

e a2 02/02 = SNRg

e B2 02/0? (AN power allocation)

e 72 0f/02 (Eve-to-Bob noise-power ratio)

Note that SNRg = «~. If v > 1, then Eve has a worse
SNR than Bob. Since we have normalized a]% to one, we can
rewrite (16) as

o P,=ayNg

e P, = aﬁ’V(NA - NB)

D. Instantaneous and Ergodic Secrecy Capacities

We recall from [8] the definition of instantaneous secrecy
capacity for MIMOME channel:

Cs & max {1(u; 2)—1(u;y)}, (17)
p(u
where u is an auxiliary random vector used in the secrecy ca-
pacity characterization, which satisfies the Markov relationship
u— x — (z,H), (y,H, G). The maximum in (17) is taken
over all possible input distributions p (u). We remark that Cs
is a function of H and G, which are embedded in z and y.
To average out the channel randomness, we further define
the ergodic secrecy capacity, as in [15]

B(Cs) £ max {I(u;z[H)-I(w;y|H, G)},  (18)
p(u

where u is an auxiliary random vector as above. Note that

I1(X;Y|Z) & Ez[I(X;Y)|Z], following the notation in

[19].
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Since closed form expressions for Cs and E(Cs) are not
always available, we often consider the corresponding secrecy
rates, given by

Rs = I(u;2)—1(u;y), (19)

E(Rs) = I(w;z|H)-I(u;y|H, G), (20)
where v and u are assumed to be mutually independent
Gaussian vectors with i.i.d. complex entries N¢(0, 02) and
Nc(0, o), respectively, for the purposes of characterizing the
achievable secrecy rate.

Under the original AN framework in (6) and (7), the
achievable secrecy rate with perfect CSI can be written as

Ry = log [T, + cwHHH’ +log ’INE + aﬂ(GZ)(GZ)H’
~log ’INE +a(GV)(GV)H 4 aﬂ(GZ)(GZ)H‘ @

The closed-form expression of E(Rg) can be found in [18, Th.
1]. It is shown that the achievable secrecy rate E(Rs) con-
verges to the ergodic secrecy capacity with AN-beamforming,
as the AN power P, — oo in [18, Th. 3].

Remark 1: For the reader’s convenience, we summarize the
idea in [18, Th. 3]. A universal upper bound on E(Cs) is

E(Cs) = 1;1(3>)<{1(H;Z|H)—I(u;ylH, G)}

< max {I(u;z/H)} £ Cgop, (22)
p(u

where Cpop represents Bob’s ergodic channel capacity with
perfect CSI. In other words, the secrecy capacity cannot be
greater than the main channel capacity. In [18, Th. 3], we
have shown that if Ng < Ny — Ng, as P, — oo,

E(Rs) — Chob, (23)
which means that no input is better than Gaussian, under the
original AN framework in [15].

Under the RVQ-based AN framework in (12) and (13), the
achievable secrecy rate with quantized CSI can be written as

Ly, +ay(HV,) (HY)" + apy(HZ)(HZ)" |

RS,Q = log = N
Ly, + aBy(HZ)(HZ)

Ly, + a(GV1))(GV))H +aB(G2)(G2)" |

o Ly, +a8(G2)(G2)"|

(24)

In the special case of Ng < Np, the ergodic MIMOME
secrecy capacity with statistical CSI, i.e., E(Cs), was recently
reported in [20]. However, the ergodic MIMOME secrecy
capacity with quantized CSI, denoted by E(Csq), remains an
open problem. In this work, we focus on bounding E(Csq)
under the RVQ-based AN framework.

4
E. Open Problems and Motivations
Using [21, Eq. 2, pp. 56], it is simple to show that
E(Rs) > E(Rsq)- (25)
In [1], the ergodic secrecy rate loss is defined by:
E(ARs) £ E(Rs) — E(Rsg)- (26)

A heuristic upper bound was proposed in [1, Eq. 34]:

NB + Oéﬁ’}/NAD ]VA7 NB, 2B
E(ARs) § Nglog ( oD (NA( ) )

+ NB IOg (1 + ) = UBheuristic- (27)

ay (Na — Ng)

where

D (N, Ng,28) =E (d2 (Vj,{f)) , (28)
and d (-, -) is give in (10).

Note that the asymptotic inequality “S” in (27) means
“purely heuristic”. However, (27) is insufficient to characterize
the impact of quantized CSI on the secrecy rate achievable by
the AN scheme. To show this, we use the following:

Proposition 1: For the RVQ-based AN scheme, as B — o0,

V>V, (29)
where V is given in (4) and V is given in (11).

Proof. See Appendix A. (|

Proposition 1 shows the RVQ scheme is asymptotically op-
timal for large B, i.e., the secrecy capacity/rate loss (compared
to the perfect CSI case) converges to zero. In contrast, as
B — 00, UBhpeuristic 1n (27) reduces to a positive constant:

UBheurisic — VB 1Og <1 + (30)

since D (NA,NB, 23) — 0 as B — oo [11]. Hence, the
heuristic bound in (27) is not tight.

Remark 2: The ergodic secrecy capacity with quantized CS
E(Csgq). is lower bounded by

E(Csq) = E(Rsq) = E(Rs) — E(ARs). 3D

Using the closed-form expression of E(Rg) given in [18, Th.
1], we are motivated to establish a tighter upper bound on
E(ARs), which allows us to obtain a lower bound on E(Csq).

We would like to emphasize that the difficulty of computing
E(ARyg) is in evaluating the first term in (24). The existing
results in [9]-[13] consider the impact of finite-rate feedback
on the capacity of fading channels, rather than on the secrecy
capacity of wiretap channels. More specifically, those results
focus on computing

E (1og ‘INB + ay(H\?‘j)(H\"fj)HD , (32)

thus cannot be applied directly to computation of E(ARs).
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III. BOUNDS AND ACHIEVABILITY ON SECRECY
CAPACITY WITH QUANTIZED CSI

In this section, we wish to determine the secrecy capacity
with RVQ-based AN scheme. A tight upper bound on the
ergodic secrecy rate loss and a lower bound on the ergodic
secrecy capacity are provided in Theorem 1 and Theorem 3,
respectively. In Theorem 4, we show that the lower bound
and the secrecy capacity with perfect/quantized CSI coincide
asymptotically as B and P, go to infinity. This provides a
sufficient condition guaranteeing positive secrecy capacity.

In summary, the novelty of our main results is to link
the practical secure transmission scheme, i.e., RVQ-based AN
scheme, with the information-theoretic security measure, i.e.,
secrecy capacity.

To describe our result, we first recall the following function

from [22]:

T S et (20} n —m + )
O(m,n,z) £ e Z:OIZ:; 2% lllll(n—m—&-l)
2k~ (20+n-m)\ "N~ i
( (k—l))'<( 20— i )>' 2 FH’W)}’

(33)

where (Z) = a!/((a—0b)!d!) is the binomial coefficient, n > m

are positive integers, and I'(a,b) is the incomplete Gamma

function .
I'(a,b) = / 24 e % dx. (34)
b
We further define
Nmin = min{Ng, Na — Ng}, (35)
Nmax é max {NE, NA — NB} . (36)
Nuin 2 min {Ng, Na}, (37)
Nmax 2 max {Ng, Nalt. (38)
Finally, we define a set of Na power ratios {Hi}iv’*, where
91_{0& Np+1<i<Na %9
We recall from [11, Th. 4] that
1t (Na, Ng,27) < D (Na, Ng,27) < 1 (Na, Ng,27),
(40)
where D (-,-,-) is given in (28) and
" (5=) e
p(n—p) “p(n—p)
n,p,K = ——— 27 (Kec n,p p p
1(n.p, K) PRI (K (n.1)
+pexp(— (Ke(n,p)) ™), A1)
1
p(n —p) “pin—p)
n,p, K)= ——"—(Kc(n,p)) P p 42)
0 K) = B (Ke(n.p)
1 'n—i+1)
- n>2p
g~ ) TOO— P D AT+ 1)
P 1 np T(n—i+1) <y
b n i
F(p(n—p)+1) im D(n—p—i+1) P
(43)

for any 0 < ¢ < 1. Note that I'(a) is the Gamma function.

5

A. Bounds on Ergodic/Instantaneous Secrecy Rate Loss
We first consider the ergodic secrecy rate loss E(ARg).
Theorem 1: Let Oy;, = min {ay, afv}. We have

E(ARS) S Q(NB>NA7Q’Y) - 6(‘ZVBMZ\/vAvemin)
n (NAvNBv2B

)\ 2
N 2UB, (44

where O(-,-,-) is given in (33) and 7(-,-,-) is given in (41).
Proof. See Appendix B. (|
Theorem 1 gives a tight upper bound on E(ARg), for any

number of Alice/Bob/Eve antennas, as well as for any Bob/Eve

SNR regimes.

Remark 3: The function ©(m,n,x) represents the closed-
form expression of the ergodic capacity of MIMO Rayleigh-
fading channels [22], where x represents the SNR. For exam-
ple, E (1og ’INB + zHHHD = ©(Npg, Na, z). The properties
of ©(m,n,z) are well studied and can be found in many
literatures, for example, [23]. Most importantly, ©(m,n, z) is
a non-negative increasing function of x. It is easy to see that
UB in (44) is always non-negative, since ay > 6,;,. Due to
the fact limpg_, oo 7 (NA,NB7 23) =0, if g > 1, we have

+0 (NB7NA7C¥B'7

lim UB = log|In,| =0, (45)
B—o0
which is consistent with Proposition 1.

Remark 4: UB in (44) does not depend on the number of
antennas at Eve Ng. This is because E(ARg) itself does not

depend on Ng. As shown in the proof of Theorem 1, we have
E(ARs) = E (log ’INB + a’yHHHD
Ly, + a9 (HV,)(HV))# + afy(H2)(HZ)" |

—E
Ty, + afy(HZ)(HZ)" |

log

(46)

which is unrelated to G and Ng. In other words, finite-rate
feedback only degrades the main channel.

Example 1: Let us apply Theorem 1 to the analysis of a
RVQ-based AN scheme with 8 = 1, ay = 1, Ny = 4
and Ng = 2. The numerical result in Fig. 1 shows that the
proposed upper bound in (44) is much tighter than the heuristic
one in (27), and captures the behavior of E(ARg).

We then study the distribution of instantaneous secrecy rate
loss, defined by

ARs = Rs — Rsyq. 47)

Here, we consider the large system limit as Ny and B — oo
with finite ratio B/N,. An interesting case that leads to a
closed-form bound can be found when Ng = Ng = 1.

Theorem 2: If Ng = Ng = 1, as Ny and B — oo with
B/NA — B,

ARs “3 log (1 + P/B) + log (1 + 2_BP)

—log (1+P+ ﬁﬁ(l—Q‘_)P>. (48)

Proof. See Appendix C.
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6

5 Theorem 3:

X —y— Heuristic UB in (27
euristic UB in (27) || E(Csq) > O(Nmin, Nmax, @8) — Q + O(Ng, Na, Oimin)
----- Error Floor in (30)

ar . I n(NA7NB7QB> A A
—@— Proposed UB in (44) —0O | Ng, Na, aﬁ’yT = CLB,Q, (50)
35 : H
—h— E(ARg) 8
g where ©O(-, -, ) is given in (33), (-, -, -) is given in (41) and
=)
3 e )
g = K L ®E). B 5D
G(NminaNmaxya): 6: 1
2 N
~ M INE
(_1)NE(NA7NInin) ‘Hl Hi
K= =
'k : (NE) 2 m;m; ’
Nnin [T Do (m) T (i — 125) !
i=1 1<j
(52)
Fig. 1. E(ARs) vs. Bwith 8 =1, ay =1, Ny =4 and Ng = 2. k .
Ti(n) = H(n — 1)l
. i=1
—¢— P = 10: Estimation in (49) and p; > po are the two distinct eigenvalues of the matrix
o5l —— P — 10: Simulation i diag ({9: 1}1\%), with corresponding multiplicities m; and
—fl— P = 1: Estimation in (49) me such that my + my = Na. The matrix R(*) has elements
ol =—0— P = 1: Simulation
= 4 Np —j)! N
g (Mei)NA_]_di(A—.J)s ]\/vmin"_1 S] S NA
315 (NA*jfdi)!
& ..
4 - (i, g)! R ,
o] 7"1(’];): (_1)dl%’ 1§3§Nm1n,j7ék
1 1 (Nei)go J (i)
AN, ..
, NV ,
(_1)(1@(1}])'6“62 ( @(17])7M€Z), otherwise
l+1
=0 (1e;)
(53)
02 04 06 08 1 12 14 16 18 2 where
Fig. 2. E(ARg) vs. B with 8 =1, P = 1,10, Ny = 10 and N = 1. 2 m <1< Na
d; = Z my — 1,
Theorem 2 provides a closed-form asymptotic expression =1
for ARs when Ng = Ng = 1. Hence, the ergodic secrecy R
rate loss also converges to the same constant, as stated in the ¢(i,5) = Ng — Nuin +j — 1+ d;.
followi llary.
orowing corotiary Proof. See Appendix D. (|

Corollary 1: Under the same assumptions of Theorem 2, Theorem 3 gives a lower bound on E(Cs g), for any number

of Alice/Bob/Eve antennas, as well as for any Bob/Eve SNR

E(ARs) — log (1 + P/B) + log (1 + Q*BP)

—log (1 +P+ %(1 - 2_B)P> .

Proof. The proof is straightforward. (]
Example 2: The numerical result in Fig. 2 shows that (49)
is very accurate even for finite Ny and B.

(49)

B. A Lower Bound on Ergodic Secrecy Capacity

A lower bound on E(Csq) can be derived using the results
from (31), Theorem 1 and [18, Th. 1].

regimes. The lower bound in (50) is an increasing function
of the number of feedback bits B. To guarantee a positive
secrecy capacity, Alice just needs to increase B and checks
whether OLB,Q > 0.

Remark 5: We would like to emphasize that Theorem 3 does
not overlap with our previous results in [18]. Recalling that

E(Csq) > E(Rsq) = E(Rs) — E(ARs). (54)

The closed-form expression of E(Rs) is given in [18, Th. 1],
but we still have to bound E(ARs). Our key contribution is
the explicit upper bound on E(ARs) in Theorem 1, which
allows us to finally provide a lower bound on E (Rsg).
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Fig. 3. CLB,Q vs. Py with N =4, Ng=Ng=2,and o =~ = 1.

C. Positive Secrecy Capacity with Quantized CSI
According to (18), a universal upper bound on E(Csq) is

E(Csq) < E(Cs) < Ir}a>)<{l(u;z|H)} = Cho»,  (55)
p(u
where Cp, represents Bob’s ergodic channel capacity.
Combining (50) with (55), we obtain the following chain of
inequalities

Cipo < E(Csq) < E(Cs) < Chop- (56)

Note that Cgo, > 0. To characterize the achievability of
positive secrecy capacity, we start by analyzing the difference
between C’LB,Q and Cpgop.

Theorem 4: If Nt < NA—Ng and 8 > 1, as a, 8, B — oo,

C’LB,Q — E(CS’Q) — E(Cs) — C’Bob~ (57)

Proof. See Appendix E. O

Remark 6: We have shown that Cigq, E(Cs) and Cgop
coincide asymptotically as B and P, = af8~y(Na — Np) go to
infinity. This result guarantees that Eve is completely ineffec-
tive. This phenomenon is due to the fact that if Ng < Np—Np,
as P, — oo,

I(wyH,G) — 0, (58)

i.e., the AN scheme can jam all the eavesdropping in the high
AN power limit. We refer the reader to [18, Th. 3] for details.

Remark 7: Note that C’LB,Q is derived based on Gaussian
input alphabets. From Theorem 4, we can conclude that a
positive maximum secrecy capacity for MIMOME channel
with quantized CSI is always achieved by using RVQ-based
AN transmission scheme and Gaussian input alphabets for
large B and P,, if Ng < Ny — Np.

Example 3: Fig. 3 compares Cipq and Cgyp, as a function
of AN power P,, with No = 4, Ng = Ng = 2, and a =
~v = 1. Since P, = ayNg and P, = af8y(INa — Ng), we have
P, =2 and P, = 2(3. The simulation result shows that C‘LB,Q
approaches to Cgop as P, increases, for sufficiently large B.

7

IV. IMPLEMENTATION USING A DETERMINISTIC
CODEBOOK

In the previous section, random quantization codebooks
have been used to prove new results on secrecy capacity with
quantized CSI. The methods of constructing random unitary
matrices \71 in (8) can be found in [24]. In practice, it is
often desirable that the quantization codebook is deterministic.
The problem of derandomizing RVQ codebooks is typically
referred to as Grassmannian subspace packing [9], [10].
Despite of a few special cases (e.g., B < 4 [13]), analytical
codebook design in general remains an intricate task. In this
section, we propose a very efficient quantization codebook
construction method for the case of Ny = 2 and Ng = 1.

According to [13, Eq. (20)], the codeword \71- can be
expressed as

Vi(wv(b) = |: (59
which fully describes the complex Grassmannian manifold
Go,1 by setting 0 < ¢ < 27 and 0 < w < 7/2. Let (ob,qg) be
spherical coordinates parameterizing the unit sphere S2, where
0< qAS <2mand 0 < w < 7. In [13, Lemma 1], the authors
further show that the map

52 — G2,1

CoS w
e7?sinw |’

(60)

is an isomorphism. In other words, the sampling problem on
G2.1 can analogically be addressed on the real sphere S2.

The method of sampling points uniformly from S? is pro-
vided in [25]. In details, one can parameterize (x,y,z) € S*
using spherical coordinates (w, é)

r = sinwcos g?),
= sinwsin ¢,
z = Cosw. (61)
The area element of S? is given by
dS = sin ©d@dg = —d (cos &) dg. (62)

Hencg, to obtain a uniform distribution over S2, one has to
pick ¢ € [0,27] and ¢ € [—1, 1] uniformly and compute & by:

w = arccost. (63)

In this way cos® = t will be uniformly distributed in [—1, 1].
Based on above analysis, we give a straightforward method
for codebook construction:

cos(0.5 arccost;)

Y = \ — . ) — B
V= { Vi [ e%i sin(0.5 arccos t;) ”Z L2 }’

(64)
where
2[i/21B/21] —1
tio= I+ ——EE (65)
27 (i mod 21B/21) 6

Note that |x] rounds to the closest integer smaller than or
equal to x, while [z] to the closest integer larger than or
equal to z.
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1.6
1.4
1.2
ERTS
o
%
£ o8}
0
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—@— Optimal Deterministic Codebook in [13]
04 —&— Proposed Deterministic Codebook in (64)
== Random Codebook in (8)
0.2 I I I H I T
2 4 6 8 10 12 14
B
Fig. 4. E(Rsq) vs. B with 8 = 2, v = 1, P = 10, No» = 2, and
Ng = Ng = 1.

Using the deterministic codebook in (64) can save storage
space on Alice, since she can generate the target codeword
V,; directly without the knowledge of the whole codebook
V. We remark that the proposed codebook construction is valid
for any B. This is different from the construction scheme in
[13, Sec. VI-A], which is only possible for the case of B < 4.

Example 4: Fig. 4 examines the performance of the pro-
posed codebook construction with g = 2, v = 1, P = 10,
and Ng = 1. When B < 4, it is seen that the performance
of codebook V in (64) is indistinguishable from the optimal
one in [13, Sec. VI-A]. When B > 8, the proposed codebook
provides the same performance as the random one in (8).

Note that our codebook construction is based on the fact
that the sampling problem on Grassmannian manifold G ;
can be reduced to one on the real sphere S? [13, Lemma 1].
For any arbitrary number of antennas, except for the special
case of Ny = 2 and Ny = 1, this argument does not hold in
general and deterministic codebooks are mostly generated by
computer search [16].

V. CONCLUSIONS

In this work, we have discussed the problem of guaran-
teeing positive secrecy capacity for MIMOME channel with
the quantized CSI of Bob’s channel and the statistics of
Eve’s channel. We analyzed the RVQ-based AN scheme and
provided a lower bound on the ergodic secrecy capacity. We
proved that a positive secrecy capacity is always achievable
by Gaussian input alphabets when Ng < Na — Np, and the
number of feedback bits B and the artificial noise power P, are
large enough. We also proposed an efficient implementation
of discretizing the RVQ codebook which exhibits similar
performance to that of random codebook.

Our results are based on the assumption that the feedback
channel is error free. It would be interesting to see how the
secrecy capacity deteriorates when there is a feedback error
assuming the RVQ framework, e.g., delayed feedback [26]
[27]. Totally understand that this might be a whole new topic.
We will address this problem in our future work.

8

APPENDIX
A. Proof of Proposition 1

According to [12], as B — oo, the RVQ operation in (9)
can guarantee
vV, = V. (67)
We then check the matrix Z generated by Alice. The SVD
decomposition of H can be written as

H=UAVH, (68)
From (67) and (68), as B — oo, we have
HZ = UAVHZ - UAVIZ = 0y, (va—ny)s (69)
which means
Z — null(H). (70)

From (11), (67) and (70), we have V. — V as B — co. B

B. Proof of Theorem 1
Using [21, Eq. 12, pp. 55], we have

[Ty, + 0y (HV ) (HY )" + oy (HZ)(HZ) "

v

[T+ O (HV) (HV )+ 0,05, (HZ)(HZ) |

= |tn + OB, an
where 6,,;, = min {a7y, a8~}

Since the unitary matrix V = [\7]4,2] is independent of
G and its realization is known to Alice, G\~7j € CNexNs
and GZ € CNex(Na=Ns) are mutually independent complex
Gaussian random matrices with i.i.d. entries [28, Th. 1]. We

can write
‘INE +a(GV)(GV)H + aB(GZ)(G2)"

E ’ (72)

Ly, +a8(G2)(G2)" |

as the average of a function of Ng x N, i.i.d complex Gaussian
random variables ~ N¢(0, 1).
Similarly, with unlimited feedback, we have

‘INE +a(GV)(GV)T + aﬁ(GZ)<GZ)H\
E | log

73)
Ly, +a8(G2Z)(G2)" |

as the average of a function of Ng x N i.i.d complex Gaussian
random variables ~ N (0, 1).
From (72) and (73), we have

‘INE +a(GV,)(GV)" +0B(G2)(G2)"|

: ’INE +aB(GZ)(GZ) ‘
. ‘INE +a(GV)(GV) + aB(GZ)(GZ) H‘
- Bl ‘INE + aB(GZ)(GZ) H’ )7
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From (21), (24), (71) and (74), E(ARs) can be upper
bounded by

E(ARs) <E (1og ‘INB + cwHHHD

B (1og ‘INB 10, HHY D

+E (1og ‘INB + am(HZ)(HZ)HD .5

We remark that the upper bound (75) is better than the one
in [1, Eq. (33)]. More specifically, we do not need to compute
the term E <log ’VH\?]»\?;I VD in [1, Eq. (33)]. This new
strategy allows us to derive a tight upper bound on E(ARg),
rather than a heuristic one in [1, Eq. (34)].

We then estimate the third term in (75). Let Aq, ..., Ay, be
the eigenvalues of HH” . We have
HYH = VAV and A = diag [\, ... \v,]).  (76)

Recalling the fact that for a Wishart matrix, its eigenvalues
and eigenvectors are independent. Therefore V and A are
independent. This allows us to bound the third term in (75)

by
(log ‘INB + afy(HZ)( D
@ By (log‘INA Ne + aBy(HZ) (HZ)D
= Ex (Eg (o [Lv—v, + 827 VAV '2)))

2 Ex (B (log [Ln, +apr V722" V4 )))

< E, (E(, (log ‘INB +apyEy (VHZZHV) AD)
. @B1D (N, Ng, 2° )

Ng
) ; 77

aByn (Na, Ng, 28
Ng
where (a) and (b) hold because |[I+ AB| = [I+ BA|, (¢)
follows from the concavity of log determinant function, (d)
follows from [29, Lemma 1] [1, Lemma 2], (e) holds because
of (40).
Applying the fact [22, Th. 1]

Ja

INB+ )A

E (10g [Ty, + pHH" |) = B (log Ly, + pA|) =
(78)

to (75) and (77), we can simply obtain (44). |

C. Proof of Theorem 2

Recalling the fact that 77" = In, — \7\7H and ZZH =
In, — VijI. From (21) and (24), if Ng = Ng = 1, we can

G(NB7 NAap)s

9

write ARg as
ARs = log (1 + owHHH)
1+aGGH +a(8—1)(GZ)(GZ)"
1+ aB(GZ)(GZ)"
g L afyHH? 4 ay (1 - 8) (HV;)(HV )
& 1+ afyHH? — afy(H HV, )(H{/])H
14+ aGGH +a(p -
1+ aB(GZ)(GZ)

As Na and B — oo with B/Nx — B, according to [12,
Th. 1], we have

o & \H '

Since B (AN power allocation), v (Eve-to-Bob noise-power
ratio), and P = ay + afy(Na — 1) (average transmit power
constraint) are fixed, the central limit theorem tells us that

ayHH? 3 P/3, oGGH 3 P/p~,
(GZ)(GZ)" “% P/By, l(GZ)(GZ)" “3 P/Br.

—log

+ log (79)

278). (80)

81)

Note that GZ (or GZ) is a complex Gaussian random vector
with i.i.d. entries [28, Th. 1].
By substituting (80) and (81) into (79), we obtain (48). W

D. Proof of Theorem 3
According to [18, Th. 1], we have
E(RS) == G(NB; NA, 047) + 6(—]\fmina Nmaxa Oéﬂ) - Qv

where O(-,-,-) is given in (33) and Q is given in (51). By
substituting (44) and (82) into (31), we can obtain (50). W

(82)

E. Proof of Theorem 4
If 8 > 1, then O.,;, = ay. From (50) and (82), as B — oo,
C’LB,Q - G(NBa NAa a’y)"'@(Nminy NmaX7 aﬂ) —-Q = E(Rs)

(83)
According to [18, Th. 3], if Ng < N — Ng, as «, f — 00,

E(Rs) — E(Cs) — CBOb’ (84)

where Cgp represents the ergodic main channel capacity with
perfect CSI. The key step in the proof of [18, Th. 3] is to
show that if Ng < Nay — Np, as «, 8 — oo, then

I(w;yH,G) — 0. (85)
Since E(Rs) = I(u;z|H)—I(u;y|H, G), we have
E(Rs) — I(u;z|/H) = Cgop. (86)
We refer the reader to [18, Th. 3] for details.
Meanwhile, it always holds that
Cieq < E(Csq) < Ciob. 87)

From (83), (84) and (87), if Ng < No — Ng and 8 > 1, as

a, 3, B — oo, we have
éLB,Q — E(Cs!Q) — E(Cs) — éBob~ (88)
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